
 

 

Data Breach Flow Chart 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Data breach identified by member of staff 

GDPR contact for school notified 

Trust Estates and Compliance Manager notified.  Breach log completed on 

the Go-GDPR portal. 

DPO Notified.  Breach minimized where possible.  Breach assessed for 

severity and need for reporting to ICO 

If breach is deemed significant (loss of sensitive 

personal data, data which could lead to 

discrimination, financial loss etc.) ICO is notified 

with 72 hours 

If high risk then individuals who are impacted are 

contacted in writing 

If third-parties are impacted and high-risk they are 

contacted in writing 

DPO keeps full details of the breach on their Go-GDPR portal with access 

available to the Trust 

Review of breach with DPO, Headteacher & Estates and Compliance 

Manager as required.  Implement changes to minimize risk of future 

breaches if necessary. 

Headteacher & 

CoG/CoT Notified 

Staff Member 

GDPR Contact 

TRUST ECM 

DPO & School 

GDPR Contact 

DPO / Head / 

Trust ECM 



 

Subject Access Request Flowchart 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Request for personally identifiable data is received by Embrace staff 

member 

Once member of staff is made aware of a parent wishing to submit a SAR, 

signpost to SAR form, and where it can be obtained, or take receipt of SAR 

letter/email/request 

Request passed to individual responsible for GDPR within the school (full list 

available at www.embracemat.org/gdpr) 

Request passed to Trust Estates and Compliance Manager 

Request evaluated to see if it is a valid Subject Access Request.  Liaise with 

DPO as necessary. 

Contact individual with SAR acknowledgement letter.  Possibly 

refine SAR scope. 

Gather data defined by Subject Access Request. 

Once package is collated liaise with DPO for sign-off 

Member of 

public / Initial 

member of 

staff 

TRUST ECM / 

DPO 

Liaise with school and agree action-plan to gather information required. 

Use SAR checklist as provided by DPO service to track progress. 

School GDPR 

Contact 

If SAR will take over 30 days or 

incur significant admin time 

Redact information where others are identified 

TRUST ECM / 

School GDPR 

School GDPR / 

School Staff / 

ICT / DPO 

TRUST ECM / 

DPO 

Respond to individual with documents requested 

Copy of SAR uploaded and centralised record filled in on Go-GDPR portal 

to notify DPO 

Separate third party authored documents and request permission to 

release 

Sift out non personal data 



 

 

FoI Request Flowchart 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Request for information under the Freedom of Information Act 

Request passed to individual responsible for GDPR within the school (full list 

available at www.embracemat.org/gdpr) 

Request passed to Trust Estates and Compliance Manager 

Request evaluated to see if it is a valid Freedom of Information request.  

Liaise with DPO as necessary. 

Respond to provide status update. 

Gather data defined by Freedom of Information Request. 

Respond to individual with documents requested 

FoI Requester 

TRUST ECM / 

DPO 

Advise requester to contact DPO for review of decision if 

they wish 

Liaise with school and agree action-plan to gather information required.  

School GDPR 

Contact 

Valid FoI 

In-Valid FoI 

If FoI will take over 20 days or 

incur significant admin time 
TRUST ECM / 

School GDPR 

School Staff 

TRUST ECM 

Copy of FoI uploaded and centralised record filled in on Go-GDPR portal to 

notify DPO 


